il

cONCORDIAYUNIVERg,,.
WIS CONSIN

Concordia University Wisconsin Acceptable Use Policy

Introduction

The Concordia University Wisconsin provides a wide variety of computing and networking
resources to all qualified members of the university community. Access to computers, computing
systems, and networks owned by Concordia University Wisconsin is a privilege which imposes
certain responsibilities and obligations and which are granted subject to university policies and
codes, and local, state and federal laws. All users of these resources must comply with specific
policies and guidelines governing their use, and act responsibly while using shared computing,
network and wireless resources. The purpose of this policy is to promote the efficient, ethical,
and lawful use of the Concordia University Wisconsin’s computer and network resources.

Scope

This policy applies to all users of Concordia University Wisconsin computing and network
resources, whether initiated from a computer and/or network device located on or off campus.

Policy Statement

Individuals using computer resources belonging to Concordia University Wisconsin must act in a
responsible manner, in compliance with law and University policies, and with respect for the
rights of others using a shared resource. The right of free expression and academic inquiry is
tempered by the rights of others to privacy, freedom from intimidation or harassment, protection
of intellectual property, ownership of data, and security of information.

Acceptable Use Guidelines

The specific usage guidelines that follow are not intended to be comprehensive, but rather to
establish and clarify the intent of this policy. Situations not enumerated here will inevitably arise,
and they should be interpreted according to the spirit of this policy.

Each person using the Concordia University Wisconsin’s computer and network resources
should:

1.  Take no actions that violate the Codes of Conduct and Academic Integrity, Student
Conduct Code, or other applicable policy or law. This is not a comprehensive list of
applicable University policies. In the event of a conflict between policies, the more
restrictive use policy shall govern.

See the following related manuals/documents for more information:
Student Conduct Code {http://www.cuw.edu/Tools/current_students/
student_handbook pdf files/student conduct code.pdf}
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Use security measures to protect the integrity of information, data, and systems. Users
shall protect their computer systems and accounts by using strong passwords, installing
anti-virus software consistent with management directives and keeping such software, as
well as the operating system and application security patches, up to date. Users are
responsible for safeguarding their identification codes and passwords, and only using them
where authorized. Examples of misuse include using a computer account and/or obtaining
a password that you are not authorized to use, using the campus network to gain
unauthorized access to any computer system and using a "sniffer" or other methods in an
attempt to "crack" passwords.

Clearly and accurately identify one’s self in electronic communications. Do not forge
or misrepresent one’s identity. Concealing or masking the identity of electronic
communications such as altering the source of an email message by making it appear as if
the message was sent by someone else is a violation of this policy.

Use computer and network resources efficiently. Computing resources are finite and
must be shared. Users may use the University’s computer and network resources for
incidental personal purposes, provided that such use does not (A) unreasonably interfere
with the use of computing and network resources by other users, or with the University’s
operation of computing and network resources; (B) interfere with the user’s employment or
other obligations to the University; or (C) violate this policy or other applicable policy or
law. The university retains the right to set priorities on use of the system, and to limit
recreational or personal uses when such uses could reasonably be expected to cause,
directly or indirectly, strain on any computing facilities, or to interfere with research,
instructional or administrative computing requirements, or to violate applicable policies or
laws. Examples of inappropriate use include sending unsolicited e-mails, newsgroups, or
other means (SPAM), sending “chain letters” or engaging in pyramid schemes, large
downloads of illegal material (music or movies) etc...

Do not harass or intimidate or use computer and network resources for unlawful acts.
The University, in general, cannot and does not wish to be the arbiter of content
maintained, distributed or displayed by users of the University’s computing and network
resources. For example, the University, in general, cannot protect users from receiving e-
mail they may find offensive. Using the University’s computer or network resources for
illegal activities, however, is strictly prohibited. Unlawful use of University computer and
network resources can expose the individual user and the University to damage claims, or
potential criminal liability. Unlawful uses may include, but are not limited to: harassment
and intimidation of individuals on the basis of race, sex, religion, ethnicity, sexual
orientation or disability; obscenity; child pornography; threats; theft; attempting
unauthorized access to data; attempting to breach security measures on any electronic
communications software or system; attempting to intercept electronic communication
transmissions without proper authority; and violation of intellectual property or defamation
laws. Do not use computer systems to send, post, or display abusive, slanderous or
defamatory messages, text, graphics, or images. By using the University’s computer and
network services, each user accepts the responsibility to become informed about, and to
comply with, all applicable laws and policies.

The use of university computer resources and networks is for legitimate academic or
administrative purpose. Incidental personal use is permissible to the extent that it does not
violate other provisions of this policy, interfere with the performance of employee’s duties,
or interfere with the education of students at the university. Use of your computer account



or the network for commercial activities that are not approved by appropriate supervisory
University personnel consistent with applicable policy, or for personal financial gain
(except as permitted under applicable academic policies) is prohibited. Examples of
prohibited uses include using your computer account for engaging in unauthorized
consulting services, software development, advertising products/services, and/or other
private commercial activity.

Respect copyright and intellectual-property rights. Users must adhere to the U.S.
Copyright Act, and the terms and conditions of any and all software and database licensing
agreements. Any form of original expression fixed in a tangible medium is subject to
copyright, even if there is no copyright notice. Examples include music, movies, graphics,
text, photographs, artwork and software, distributed in any media -- including online. The
use of a copyrighted work (such as copying, downloading, file sharing, distribution, public
performance, etc.) requires either (A) the copyright owner’s permission, or (B) an
exemption under the Copyright Act. The law also makes it unlawful to circumvent
technological measures used by copyright owners to protect their works. Copyright
infringement exposes the user, and possibly the University, to heavy fines and potential
criminal liability. Therefore, without limitation of other possible sanctions, the University
may refuse, suspend and/or terminate computer and network access, with respect to any
user who violates the copyright law, or who uses the University’s computer or network
resources contrary to the terms of the University’s software or database license agreements.

See the following related document for more information:
United States Copyright Office {http://www.loc.gov/copyright}

Respect University property. Misuse of university property includes, but is not limited to,
theft or damage of equipment or software, knowingly running or installing computer
viruses or password cracking programs, attempting to circumvent installed data protection
methods that are designed and constructed to provide secure data and information, or in any
way attempting to interfere with the physical computer network/hardware, or attempting to
degrade the performance or integrity of any campus network or computer system.

Make only appropriate use of data to which you have access. Authorized university
personnel (e.g. system, network and database administrators, among others) may have
access to data beyond what is generally available. Privileged access to data may only be
used in a way consistent with applicable laws, University policies, and accepted standards
of professional conduct. Those who have access to databases that include personal
information shall respect individual privacy and confidentiality, consistent with applicable
laws and University policies regarding the collection, use and disclosure of personal
information. Users should be aware however that state laws and university policies,
guidelines and regulations may prevent the protection of certain aspects of individual
privacy. Both the nature of electronic communications, and the public character of the
University’s business make certain uses less private than users may anticipate. For
example,, in certain circumstances, the University may permit the inspection, monitoring or
disclosure of e-mail, consistent with applicable laws and with the University’s Electronic
Mail Policy.

10. Respect and adhere to other departmental/college/Internet Service Provider's
acceptable use policies. When using a university computer system and/or network to
connect to a non Concordia University Wisconsin system or network, adhere to the
prevailing policies governing that system or network. This does not in any way release
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your obligation to abide by the established policies governing the use of Concordia
University Wisconsin computer systems and networks.

Consequences of Misuse and/or Non-Compliance

Users who misuse University computing and network resources or who fail to comply with the

University’s written usage policies, regulations and guidelines are subject to one or more of the
following consequences:

o
o
o

o
o
o

Temporary deactivation of computer/network access

Permanent deactivation of computer/network access

Disciplinary actions taken by the Office of the Vice President of Student Life or
the office of Human Resources up to and including expulsion from school or
termination of employment

Subpoena of data files

Legal prosecution under applicable Federal and State laws

Possible penalties under the law, including fines and imprisonment

Violations, complaints and questions should be reported to the Concordia University Wisconsin
Director of Computing Operations. (262-243-4526)

Information Technology
Administrative Council Approved June 2007
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Concordia University Wisconsin Email Address Retention Policy

All employees and students of Concordia University Wisconsin are supplied with a
cuw.edu email address when they are hired or are officially registered for classes. The
form is firstname.lastname@cuw.edu.

University Employees and Students leaving the University in good standing will be
allowed continued use of the University’s email system as long as it is available.

The following guidelines will be used for removal of an email account, permitting that
the user is in good standing with the University:

» If the email account has been inactive for a period of up to one year
» Inappropriate Use (Concordia University Wisconsin Email Use Policy)

This policy applies to both current and former employees and students of the University.

Friends of Concordia University Wisconsin may request email accounts through the IT
helpdesk at ithelpdesk@cuw.edu

Concordia University Wisconsin retains the right to change this policy as required.

Information Technology
Administrative Council Approved June 2007
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Concordia University Wisconsin Email Use Policy

Introduction

Concordia University Wisconsin provides electronic mail as part of the computing and
networking facilities and services to support its educational mission. Email accounts are
automatically created for students and employees of the University. Email use by
students, faculty, staff, and other members of the University community over the campus
network is a privilege, and is accompanied by a corresponding responsibility to use it in
an appropriate manner. The Concordia University Wisconsin Acceptable Use Policy shall
govern such use.

Email is considered an official method of communication at Concordia University
Wisconsin because it delivers information in a convenient, timely, cost effective, and
environmentally responsible manner.

Confidentiality and Privacy

The computing infrastructure supporting Email is the property of Concordia University
Wisconsin, as is all material stored on it, including Email messages. The University treats
individual communications as confidential and will only examine or disclose their
contents when:

o authorized by the owner.

e required to evaluate and/or adjust the Email system to ensure effective operation.

« directed by the combined authorization of the Director of Computing Operations
and the Vice President of Information Technology. Such actions will be taken
when there is evidence or reasonable information that inappropriate use of
computing and networking facilities and resources is taking place, when situations
involve health or safety of people or property, or when required by legal
obligations or responsibilities.

However, Email is inherently an insecure communications medium, and no one should
expect its confidentiality to be guaranteed. In general, Email is not appropriate for
transmitting sensitive or confidential information.

All use of Email will be consistent with other University policies, including the
Concordia University Wisconsin Acceptable Use Policy.



Appropriate Use of Email

Please apply common sense and civility to your use of Email; inappropriate use may
result in sanctions as defined in the Concordia University Wisconsin Acceptable Use
Policy. Appropriate use includes the following practices:

« Identify yourself clearly and accurately in Email. Concealing or misrepresenting
your name or affiliation is never appropriate.

o Keeping you computer up to date with virus protection and security patches will
minimize the occurrences of computer viruses or other programs that may damage
or place excessive load on Email or other University resources.

e Sending chain mail and junk mail is inappropriate. These are mass mailings
unrelated to University activities that are unlikely to be wanted by most
recipients.

e The use of broadcast mail (sending the same note to groups of employees or
students) places stress on the Email system. It should be used selectively for
compelling mission-related reasons only. Only authorized users may send
broadcast mail. Please contact Information Technology for information on the use
of broadcast lists.

o Treat Email messages and attachments as private and confidential, unless the
author(s) make them explicitly available to others.

o Respect the copyright, intellectual property rights, contracts and/or licenses of
others, including the University.

Sanctions for inappropriate use of Email and other computing and networking resources
are described in the Concordia University Wisconsin Acceptable Use Policy.

Student Use of Email

Email is an official method of communication at Concordia University Wisconsin, and so
the University may send official communications to students via Email. Students are
responsible for the consequences of not reading University-related communications sent
to their official Concordia University Wisconsin Email account in a timely fashion.
Every student is given an Email account upon his or her initial registration; this account
is maintained as long as the student remains registered. Concordia University Wisconsin
automatically generates a number of Email distribution lists of students. Messages sent to
such distribution lists are considered official University communications.

Students are expected to check their Concordia University Wisconsin Email on a frequent
and consistent basis in order to remain informed of University-related communications.
The University recommends checking Email several times per week. Since instructors
determine how Email is used in their classes, they may require students to check their
Email on a specific or more frequent basis.

Students are also responsible for ensuring that they do not allow their Email account to
overflow. The University is not responsible for official communications that are lost due
to a lack of Email account maintenance.



Students are responsible for reading official University Email, regardless of which other
Email services they use. The University is not responsible for the handling of Email by
outside vendors or unofficial servers. Consequently, Concordia University Wisconsin
strongly recommends that students use the University's Email services to regularly read
their Email.

Employee Use of Email

Email is an official method of communication at Concordia University Wisconsin, and so
the University may send official communications to employees via Email. Employees are
responsible for the consequences of not reading University-related communications sent
to their official Concordia University Wisconsin Email account in a timely fashion.

With the exception of certain temporary employees, every employee is given an Email
account upon his or her hire; this account is maintained as long as the employee remains
a member of the University. Concordia University Wisconsin automatically generates a
number of Email distribution lists of employees, including lists for divisions and
employee associations. Messages sent to such distribution lists are considered official
University communications.

Concordia University Wisconsin Email is intended for professional use. Modest personal
use that does not interfere with job performance is permitted. While external Email
services such as Yahoo and Hotmail may be used for personal communication, all official
University Email communication must use the Concordia University Wisconsin Email
system.

Employees are expected to check their Concordia University Wisconsin Email on a
frequent and consistent basis in order to remain informed of University-related
communications. The University recommends checking Email daily. For those
employees without regular access to computers, important University communications
are posted on bulletin boards, and computers designated for staff use are available in
designated areas and computer labs.

Employees are also responsible for ensuring that they do not allow their Email accounts
to overflow. The University is not responsible for official communications that are lost
due to a lack of Email account maintenance.

Email Address Retention

Please review the Concordia University Wisconsin Email Retention Policy.

Information Technology
Administrative Council Approved June 2007
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